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Related Application 

This reissue application is a continuation of reissue 
application no. 09/094,575 filed on June 12, 1998 . 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

The present invention relates to a copy prevention method 
and apparatus of a digital [magnetic] recording/ reproducing 
system, and more particularly to a copy prevention method 
and apparatus of a digital [magnetic] recording/ reproducing 
system, wherein a marker [involving copy prevention function 
information and executing the function is coded and inserted 
to perform the copy prevention function and realize the copy 
prevention function of various patterns desired by a program 
supplier] includes control data for descrambling digital data . 

2. Description of the Prior Art 

One example of a conventional copy prevention method is 
described in U.S. Pat. No. 4,819,098, in which a signal 
inducing an interference to an automatic gain controller (AGC) 
circuit within a VCR is inserted to a video waveform to be 
recorded on a tape. When the tape is reproduced to display the 
signal on a television, the interference signal does not affect 
the AGC circuit of the television^ [to allow] allowing for a 
normal display. 

However, when the reproduced signal is recorded by 
another VCR, i.e., when it is duplicated, the interference signal 
brings about [the] interference in the AGC circuit of the 
recording VCR causing [to record in] an inaccurate signal level 
to be recorded . Accordingly, the nodal display cannot be 
attained when reproducing a duplicated tape. 

As another example, U.S. Pat. No. 4,571,642 utilizes a 
control track employed during performing the reproduction for 
synchronizing a servo circuit within a VCR, [thereby] for 
embodying the copy prevention function. The basic concept of 
this patent is for altering a video signal to force the control 
track to be inaccurately recorded when the video signal is 
duplicated onto another tape. 

Still another example is disclosed in U.S. Pat. No. 
4,577,216, in which a phase noise or the like is inserted [to] in 
a chroma burst portion of a video signal to thereby embody the 
copy prevention function. 

The above-mentioned methods [are for using] use a 
difference between the [of] sensitivity [between] of circuits [of] 
in a television and [of] a VCR. [Thus, the copy prepared to 
prevent the copy thereof as above may not exert the copy 
prevention function in a certain VCR, but may not execute a 
normal display on a certain television.] 

The above copy prevention methods are of an analog 
system, which are available for preventing the copy of an 
NTSC-class video signal to an analog VCR. However, in case of 
a high-definition image of the analog television (ATV), the copy 
is performed by means of a digital VCR rather than an analog 
VCR, so that it is difficult to employ the copy prevention 
method of the analog system. 

SUMMARY OF THE INVENTION 

Therefore, it is an object of the present invention to 
provide a copy prevention method and apparatus of a digital 
[magnetic] recording/ reproducing system [applicable to a 
digital VCR and incorporated with various copy prevention 
functions to enable the selection of a copy prevention function 
desired by a program supplier. 
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To achieve the above object of the present invention, there 
is provided a copy prevention method of a digital magnetic 
recording/ reproducing system, which is performed by an audio 
and video signal transmitting process and an audio and video 
signal receiving/ recording process. The audio and video signal 
transmitted process is carried out in the sequence of 
encrypting a marker formed by a control word for scrambling 
audio and video bit strips and copy prevention information for 
preventing an illegal copy by means of an encoding key, and 
multiplexing the marker with the audio and video bit strips 
scrambled by the control word. Then, the audio and video 
signal receiving/ recording process is performed in the 
sequence of detecting the marker from the transmitted bit 
strips, decrypting and analyzing the detected marker by means 
of an encoded key to determine whether [copy] copying is 
permitted or not, updating the detected marker to be recorded 
on a video tape, and generating the control word from the 
marker to perform a descrambling and supply the audio and 
video signals to be displayed on a monitor. 

Also, a copy prevention apparatus of a digital magnetic 
recording/ reproducing system includes a marker detecting 
and inserting part for detecting a marker from input bit strips, 
and inserting the updated marker to the bit strips to output 
the result. A marker analyzing and processing part decrypts 
and analyzes the encrypted marker from the marker detecting 
and inserting part by means of an encoded key, outputs a 
control word for descrambling the bit strips, and updates and 
encrypting the decrypted marker by means of the encoded key 
to output the result. In addition, a buffer part buffers the 
control word and updated and encrypted marker from the 
marker analyzing and processing section, and inserts the 
updated and encrypted marker in the marker detecting and 
inserting part, and a de scrambler descrambles the bit strips 
provided via the marker detecting and inserting part by means 
of the control word from the buffer part.] 

These and other objects are achieved by providing a 
method of copy protecting digital data, comprising generating 
copy prevention information; generating control data; 
scrambling digital data based on said control data; forming a 
marker, said marker including said copy prevention 
information and said control data; and transmitting said 
scrambled digital data and said marker. 

These and other objects are further achieved by providing 
a method of processing copy protected digital data, comprising 
receiving digital data said digital data including copy 
prevention information; determining from said copy prevention 
information whether copying is permitted: updating said copy 
prevention information if said determining step determines 
that a copy is permitted; inserting said updated copy 
prevention information in place of said copy prevention 
information only in said digital data for recording; and 
recording output from said inserting step. 

These and other objects are still further achieved by 
providing an apparatus for copy protecting digital data, 
comprising a copy prevention generator generating copy 
prevention information; a control data generator generating 
control data; a scrambler scrambling digital data based on said 
control data; marker forming means for forming a marker, said 
marker including said copy prevention information and said 
control data; and a transmitting unit transmitting said 
scrambled digital data and said marker. 

In an alternative embodiment, the scrambled digital data 
and the marker are recorded. 

These and other objects are still further achieved by 
providing an apparatus for processing copy protected digital 
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data, comprising a receiving unit receiving digital data, said 
digital data including copy prevention information; an 
analyzing unit determining from said copy prevention 
information whether copying is permitted, and updating said 
copy prevention information if a copy is permitted; an inserting 
unit inserting said updated copy prevention information in 
place of said copy prevention information only in said digital 
data for recording; and a recording unit recording output from 
said inserting unit. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above objects and other advantages of the present 
invention will become more apparent by describing in detail 
preferred embodiments thereof with reference to the attached 
drawings in which: 

FIG. 1 is a flow chart illustrating an audio and video 
signal transmitting process in a copy prevention method 
according to the present invention; 

FIG. 2 is a flow chart illustrating an audio and video 
signal receiving and recording process in the copy prevention 
method according to the present invention; 

FIG. 3 is a view showing a structure of transport bit strips 
according to the present invention; 

FIG. 4 is a block diagram showing a schematic 
construction of a copy prevention apparatus according to the 
present invention; 

FIG. 5 is a block diagram showing a detailed construction 
of FIG. 4; and 

FIGS. 6A to 6F are signal waveforms of respective parts 
shown in FIG. 5. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

A copy prevention method and apparatus of a digital 
[magnetic] recording/ reproducing system according to the 
present invention [emphasizes a fact that a DVCR can record 
all diverse signals on a video tape, so that a variety of input 
signals are largely classified into two, and different] use a copy 
prevention [methods are performed for each signal] method 
based on the type of input signal . 

First, signals transmitted from a terrestrial broadcasting 
system , a satellite broadcasting system and a pay television 
broadcasting system are classified as [a] broadcasting [signal] 
signals , and the following three copy prevention functions are 
applicable when recording [the] a broadcasting signal. 

The three [Three] copy prevention functions are a no 
recording permitted [onto a video tape], a free record /copy 
[onto the tape], and a single generational recording [onto the 
tape with no copy of the recorded tape]. 

Here, the third copy prevention function [of the single 
generational recording onto the video tape with no duplication 
of the recorded tape] is for enabling the signal from a television 
receiver to be recorded [record on the tape] once but 
[inhibiting] the re-recording of the signal by means o f, for 
example, [another] a DVCR is prohibited while the firstly- 
recorded [tape] signal can be reproduced to watch through a 
monitor. 

A second classification is for , for example, a rental tape to 
be identified by a pretaped signal. Here, the copy prevention 
function of the pretaped signal is similar to the above no 
recording [onto the tape] and the free record /copy copy 
protection function [onto the tape] , [which] and has the 
following three copy protection functions. 
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The three functions are no copy onto another tape, free 
copy to another tape and a single generational copy to another 
tape. 

The single generational copy function [to the other tape is 
of the copy prevention function for allowing a] allows 
duplication from the original [rental tape]* but inhibits 
[inhibiting] another copy from the [duplication] duplicate [ , 
which is utilized in a digital audio tape (DAT)]. 

The present invention is advantageous in that a program 
supplier selects the above functions when providing a 
program. For this purpose, the program supplier inserts 
desired copy prevention function information, i.e., a marker, 
into a predetermined field within the program. 

The marker inserted [to transport data] by the program 
supplier prior to being transmitted is encoded, and, in order to 
impede an illegal copy, an encoding key for interpreting the 
marker is transferred via a separate transmission line such as 
telephone line by a prescribed period interval, e.g., once a 
month, to be stored within a copy prevention apparatus. 

In a system having an ATV decoder incorporated in a 
body with , for example, the DVCR [in a body], a copy 
prevention apparatus for embodying the copy prevention 
functions executes a digital copy prevention function during an 
interface process between the ATV decoder and the DVCR [, 
and] The copy prevention apparatus decodes and determines 
the marker of a received program by means of a received 
[encoded] encoding key to perform another function in 
accordance with respective copy prevention functions. 

The copy prevention method of the digital [magnetic] 
recording/ reproducing system according to the present 
invention is performed through an audio and video signal 
transmitting process as shown in FIG. 1, and an audio and 
video signal receiving and recording process as shown in FIG. 
2. 

The audio and video signal transmitting process is for 
encrypting the marker formed by a control word for scrambling 
audio and video bit strips and copy prevention (hereinafter 
simply referred to as "CP") information for preventing an illegal 
duplication by means of an encoded key to multiplex and 
transmit the audio and video bit strips scrambled by the 
control word. Here, the marker is already formed by a program 
producer to be multiplexed and transmitted together with the 
audio and video bit strips. 

In more detail, as shown in FIG. 1, the audio and video 
signal transmitting process is carried out in the sequence of an 
audio /video bitstrip encoding step 1 for encoding the audio 
and video bit strips, a control word generating step 2 for 
generating the control word for scrambling, and a scrambling 
step 6 for scrambling the encoded audio and video bit strips by 
means of the generated control word. Successively, a CP 
information generating step 3 generates the CP information for 
preventing the illegal copy, and marker producing and 
encrypting steps 4 and 5 respectively generate [generates] the 
marker by using the generated control word and CP 
information and [encrypts] encrypt the resulting marker by 
means of [the encoded] an encoding key. Finally, a 
multiplexing and transmitting step 7 multiplexes the 
scrambled audio and video bit strips and encrypted marker to 
transmit the result. 

The audio and video signal receiving and recording 
process is performed in such a manner that the marker is 
detected from the transmitted bit strips and is decrypted by 
means of the [encoded] encoding key and analyzed. Thus, it is 
determined whether the copy is permitted or not , the detected 
marker is updated accordingly [to update the detected marker 
to be recorded on a video tape], and the control word is 
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produced from the marker to carry out the descrambling and 
display the signals on a monitor . As a result , [in which] the 
audio and video signals transmitted from the program 
producer are recorded or displayed in accordance with the 
marker. 

[More specifically, as shown in] FIG. 2[,] shows the audio 
and video signal receiving and recording process in detail. As 
shown, the process includes [is performed by] marker 
detecting steps 11 and 12 for detecting the marker by 
demultiplexing the transmitted bit strips, and decrypting the 
marker by means of the [encoded] encoding key, and a marker 
analyzing step 1 3 for analyzing the detected marker to 
determine whether [the] a copy is permitted or not and for 
detecting the control word. Then, the transmitted audio and 
video bit strips are descrambled and decoded [by] using the 
detected control word to supply the audio and video signals in 
audio and video decoding steps 14 and 15. Thereafter, the 
detected marker is updated and encrypted by means of the 
[encoded] encoding key [to be inserted in case of permitting the 
copy after analyzing the marker in a] and reinserted in the 
transmitted audio and video bit strips in marker inserting 
steps 16, 17 and 18 if copying is permitted . 

The above- stated process will be described in detail below. 
To begin with, the program producer encodes the audio 
and video bit strips 1, generates the control word for 
scrambling 2, and scrambles the encoded audio and video bit 
strips by means of the generated control word 6. 

Also, the CP information for preventing the illegal copy is 
generated 3, [and] the marker is generated by using the 
generated control word and CP information 4, and the coded 
key is utilized to perform the encryption 5. 

Finally, the scrambled audio and video bit strips and 
encrypted marker are multiplexed 7 to be transmitted for the 
program recording or reproduction. 

The transmitted bit strips are demultiplexed to detect the 
marker 1 1 . The encoding [, and the encoded] key is utilized to 
perform the decryption and the decrypted marker is output 12. 
The detected and decrypted marker is analyzed to determine 
whether the copy is permitted or not and the control word is 
detected 13. 

The detected control word is used for descrambling and 
decoding the transmitted audio and video bit strips to provide 
the audio and video signals to the monitor [to be displayed] for 
display 14 and 15. 

In addition, when it is determined that [the] a copy is 
permitted after analyzing the marker, the detected marker is 
updated A [to be encrypted] re-encrypted by means of the 
[encoded] encoding key., and the result is inserted to the audio 
and video bit strips to be recorded 16, 17 and 18. 

Here, a position of inserting the marker will be observed 
with reference to FIG. 3. 

The transmitted bit strips [consists] consist of transport 
packets of a fixed length, i.e., 188 bytes, in which a transport 
header is displaced on the preceding stage of the bit strips. 
The transport header is divided into a field of a fixed length of 
4 bytes and an adaptation field of a variable length. Then, a 
transport-private-data field exists as one field within the 
adaption field. The transport-private-data field consists of an 
ID field and the encrypted marker. The ID field functions as [a] 
an identifier for informing that the transport- private- data field 
is a field utilized for the copy prevention method according to 
the present invention, and the encrypted marker following the 
ID field embodies the copy prevention function of the present 
invention. 

When the marker is decrypted by means of the [encoded] 
encoding key, the decrypted marker is divided into a CP 
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information area including [recorded with] the CP information 
for preventing the illegal copy, a control word area including 
[recorded with] the control word CW for descrambling, and a 
reserved area. 

That is, the decrypted marker is formed of 8 bytes 
consisting of the CP information area of one byte, the reserved 
area of three bytes and control word area of four bytes. 

At this time, the CP information is formatted by including 
a generational copy control field which restricts the number of 
permitted copies [permitting the copy] of the program. The 
generational copy control field [, which] is formed of an 
allowable generational field for limiting the copy number of the 
program and a current generational field representing a 
current generation of the duplicated program. 

Next, the marker analyzing step 13 of the audio and video 
receiving and recording process will be described in detail. 

The marker analyzing step 13 is carried out by the CP 
information detecting step of detecting the CP information for 
preventing the illegal copy from the detected marker, a copy 
number limiting step of comparing the allowable generation of 
the allowable generational field for restricting the number of 
permitting the copy of the program and the current generation 
of the current generational field representing the current 
generation of the duplicated program within the detected CP 
information to determine whether the copy is permitted or not, 
and the control word detecting step of detecting the control 
word from the detected marker for executing the descrambling. 

In other words, the CP information for preventing [the] an 
illegal copy is detected from the detected marker, and the 
allowable generation of the allowable generational field for 
limiting the copy number of the program is compared with the 
current generation of the current generational field 
representing the current generation of the duplicated program 
within the detected CP information to determine whether the 
copy is permitted or not, so that the program is recorded in 
case of permitting the copy . Otherwise , [otherwise the] 
reproduction cannot be executed in case of inhibiting the copy a 
even though the recording is attained. 

Next, the control word for descrambling is detected from 
the detected marker. 

Here, the step of limiting the copy number is carried out 
by comparing the allowable generation of the allowable 
generational field with the current generation of the current 
generational field to determine whether the allowable 
generation is the current generation, inhibiting the copy when 
it is determined that the allowable generation is below the 
current generation, and permitting the copy when it is 
determined that the allowable generation is not below the 
current generation [to proceed to the marker insertion step] . 
The copy number limiting step will be described below. 
When the allowable generation is below the current 
generation after comparing the allowable generation of the 
allowable generational field preset by the program producer 
with the current generation of the current generational field 
representing the current copy number, the copy number 
exceeds the copy number preset by the program producer. 
Thus, copying cannot be [the copy cannot be further] 
permitted. 

At this time, in order to inhibit the copy, the control word 
is destructed or is not outpu t, which blocks [to block the] 
reproduction of [after performing] the copy. This is because the 
audio and video bit strips are recorded under the state of being 
scrambled, the scrambled audio and video bit strips cannot be 
descrambled without the control word. 

Therefore, by destructing the control word, the 
reproduction and display cannot be achieved even though the 
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audio and video bit strips are recorded: [to] thereby [have] 
having the same effect [of] as impeding the recording of them. 

At this time, since the control word is periodically 
changed of an [in the] interval of 0.6 second, the reproduction 
is impeded by destructing the succeeding control word even 
after accomplishing the recording. 

Also, a control track within the video tape may be 
destructed to inhibit the copy when the recording medium is a 
video tape . 

On the other hand, the marker is positioned on the 
private data field within the bit strips whenever the control 
word is changed. 

Here, since the control word is periodically changed, the 
marker including the control word is received whenever the 
control word is changed [to be supplied] . 

Meantime, the marker inserting step is performed by 
updating the marker when the copy is permitted after 
analyzing the marker 16, encrypting the updated marker by 
means of the encoded key 17, and replacing the encrypted 
marker with the [following] marker to be inserted 18. 

In other words, if the copy is permitted after analyzing the 
marker, the current generation of the current generational field 
is augmented by one to update the marker 16. That is, the CP 
information including the updated current generational field 
obtained by augmenting the current generation by one is 
summed with the control word to be the updated marker. 

The updated marker is encrypted by means of the 
encoding key and is inserted to replace [encoded key to be 
replaced with] the succeeding marker [and inserted] 17. More 
specifically, as the marker is supplied whenever the control 
word is changed, it is inserted whenever the control word is 
changed. 

In other [word] words , as shown in FIG. 3, the detection of 
the encrypted marker and the replacement of the updated 
marker should be accomplished altogether on time basis. 

Meanwhile, the [encoded] encoding key for encrypting and 
decrypting the marker is transmitted via a separate 
transmission line in a predetermined time interval and is 
stored to be utilized, thereby perfectly preventing the illegal 
copy. 

That is, the marker encrypted by the [encoded] encoding 
key is transmitted and recorded together with the bit strips. 
Here, the control word for descrambling the scrambled audio 
and video bit strips is included in the marker, so that the 
marker should be primarily decrypted to obtain the control 
word. However, since the [encoded] encoding key for decrypting 
the marker is periodically changed, it is impossible to decrypt 
the marker without the [encoded] encoding key. Accordingly, it 
is further difficult to illegally obtain the control word. 

As shown m FIG. 4, the copy prevention apparatus of the 
digital magnetic recording/ reproducing system according to 
the present invention includes a marker detecting/ inserting 
section 21, a descrambler 24, a marker analyzing/ processing 
section 22 and a buffer section 23. 

Marker detecting/ inserting section 21 detects the marker 
from the received bit strips, and inserts [to output] the 
updated marker, i.e., the updated and encrypted marker, from 
buffer section 23 to the bit strips. 

Marker analyzing/ processing section 22 utilizes the 
[encoded key] encoding keys to decrypt and analyze the 
encrypted marker from marker detecting/ inserting section 21, 
thereby providing the control word CW for descrambling the bit 
strips. Then, the decrypted marker is updated and encrypted 
by the [encoded] encoding key [to be] for output. 

Buffer section 23 buffers control word CW and the 
updated and encrypted marker IEM from marker 
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analyzing/ processing section 22, so that the updated and 
encrypted marker IEM is supplied to be inserted in marker 
detecting/ inserting section 21. 

Descrambler 24 descrambles the bit strips output via 
marker detecting/ inserting section 21 by means of the control 
word CW from buffer section 23 to supply the result to the 
monitor to be displayed or to , for example, a DVCR to record 
the bit strips [inserted] with the marker. 

Here, the [encoded] encoding key is transmitted via the 
separate transmission line [in] at a predetermined time interval 
and is stored as the copy prevention method of the digital 
magnetic recording/ reproducing system according to the 
present invention to double a copyright protection effect. 

Referring to FIG. 3, the structure of the transport bit 
strips and marker will be described prior to describing the 
operation of the copy prevention apparatus of the digital 
magnetic recording/ reproducing system constructed as above. 

In the copy prevention apparatus of the digital magnetic 
recording/reproducing system, the marker is placed on the 
transport-private-data field within the bit strips, and the CP 
information area recorded with the CP information for 
preventing the illegal copy and the control word area recorded 
with the control word CW for descrambling are included 
thereto as shown in FIG. 3,, like the copy prevention method. 

Here, the CP information is formatted by including the 
generational copy control field for restricting the number of 
permitted copies of the program, which is formed of the 
allowable generational field for limiting the copy number of the 
program and the current generational field representing the 
current generation of the duplicated program. 

The marker is formed of 8 bytes consisting of the CP 
information area of one byte and control word area of four 
bytes. 

Hereinbelow, an operation of the copy prevention 
apparatus of the digital [magnetic] recording/ reproducing 
system according to the present invention will be briefly 
described with reference to FIG. 4. 

First, a process of displaying the input bit strips on the 
monitor will be described. 

The input bit strips are supplied to marker 
analyzing/ processing section 22 under the state that the 
marker is detected and encrypted in marker 
detecting/ inserting section 21. 

Encrypted marker EM is decrypted by means of the 
[encoded] encoding key to be analyzed in marker 
analyzing/ processing section 22. At this time, the control word 
is detected from the analyzed marker [to be buffered] via buffer 
section 23 for descrambling the bit strips and is supplied to 
descrambler 24. 

The bit strips,, after [detecting] the detection of the marker 
in marker detecting/ inserting section 21 x are descrambled in 
descrambler 24 in accordance with the control word from 
buffer section 23, and provided to the monitor [to be displayed] 
for display . 

Next, a process of recording the input bit strips via , for 
example, the DVCR will be described. 

The process of detecting and analyzing the marker from 
the input bit strips is executed in the same manner. 

That is, the input bit strips [is] are supplied to marker 
analyzing/ processing section 22 under the state that the 
marker is detected and [encrypted] decrypted in marker 
detecting/ inserting section 21. 

Encrypted marker EM is decrypted by means of the 
[encoded] encoding key in marker analyzing/ processing 
section 22 to detect the control word. At this time, the 
recording can be performed or not in accordance with the 
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result of the analysis. If the recording is not permitted, the 
detected control word is destructed to impede the reproduction 
even though the recording can be attained. Otherwise, the 
current generation of the current generational field within the 
marker is augmented by one to update the marker, [so that] 
the [encoded] encoding key is utilized to encrypt the marker A 
and [to supply] the result is supplied to buffer section 23. 

The updated and encrypted marker is buffered in buffer 
section 23 and is supplied to marker detecting/ inserting 
section 21 to be inserted to the input bit strips. 

Meantime, the control word is periodically changed in the 
interval of 0.6 second, and the marker is placed on the 
transport-private-data field within the bit strips whenever the 
control word is changed. 

Consequently, the updated and encrypted marker [is 
replaced with] replaces the succeeding marker [to be inserted] . 

The bit strips [inserted] with the updated and encrypted 
marker pass through descrambler 24 intact and are output to 
be recorded in the DVCR. 

The detailed construction and operation of the copy 
prevention apparatus in the digital magnetic 
recording/ reproducing system formed as above will be 
described with reference to the accompanying drawings. 

FIG. 5 is a detailed construction view showing the copy 
prevention apparatus of FIG. 4, which will be described below. 

Marker detecting/ inserting section 21 includes a marker 
detector 3 1 which detects the encrypted marker from the input 
bit strips and supplies the detected marker to marker 
analyzing/ processing section 22 and a marker detection flag 
signal for informing of the position of the encrypted marker 
withm the bit strips to descrambler 24 . The flag is [to be] used 
as a reference signal [of] for initializing descrambler 24 while 
outputting the bit strips. In addition to marker detector 31, a 
marker inserter 32 inserts the updated and encrypted marker 
from buffer section 23 into [to] the bit strips from marker 
detector 3 1 in accordance with the marker detection flag signal 
from marker detector 31 . The [to output the] result is output 
to descrambler 24. 

Marker analyzing/ processing section 22 has a marker 
decoder 34 for decrypting the encrypted marker from marker 
detector 31 of marker detecting/ inserting section 21 by means 
of the [encoded] encoding key, and a marker analyzer 34 [for 
analyzing] analyzes the CP information within the marker from 
marker decoder 34 to output the control word to buffer section 
23 when the copy is permitted while outputting a control 
signal for updating the marker. Additionally, a marker 
updating/ encoding unit 35 updates the marker from marker 
decoder 34 in accordance with the control signal from marker 
analyzer 34 to encrypt the marker by means of the [encoded] 
encoding key to output the result to buffer section 23. 

Here, marker analyzing/ processing section 22 further 
includes an encoding key storage unit (not shown) for storing 
the [encoded] encoding key and to output the [result] encoding 
key to marker decoder 33 and marker updating/ encoding unit 
35. 

Also [Besides], marker analyzer 34 compares the 
allowable generation of the allowable generational field for 
restricting the number of permitting the copy of the program 
with the current generation of the current generational field 
representing the current generation of the duplicated program 
to determine whether [the] a copy is permitted or not. 

Buffer section 23 includes a marker buffer 36 for 
temporally storing the updated and encrypted marker from 
marker analyzing/ processing section 22 to supply it to marker 
detecting/ inserting section 2 1 , and a control word buffer 37 
for temporally storing the control word from marker 
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analyzing/ processing section 22 to supply it to descrambler 
24. 

An operation of the copy prevention apparatus of the 
digital magnetic recording system according to the present 
invention constructed as above will be described with reference 
to [FIG. 6] FIGS. 6A-6G . 

FIG. 6A is a timing chart of the transmitted bit strips, 
FIG. 6B [is of] illustrates the marker detection flag m-det-flag, 
FIG. 6C [is of] illustrates the control word CW(i) from marker 
analyzer 34 , FIG. 6D illustrates [is of] the updated and 
encrypted marker IEM(i) from marker updating/ encoding unit 
35, FIG. 6F [is of] illustrates the updated and encrypted 
marker IEM(i) from marker buffer 36, and FIG. 6G [is of] 
illustrates the control word CW(i) from control word buffer 37. 

Encrypted marker EM(i) is included in the transmitted bit 
strips. 

The transmitted bit strips including encrypted marker 
EM(i) [is] are formed as shown in FIG. 6A, which is supplied to 
marker detector 3 1 to detect encrypted marker EM(i) to be 
supplied to marker decoder 33. Also, marker detector 31 
generates marker detection flag signal m-det-flag for informing 
of the position of [the encrypted marker at] the encrypted 
marker EM(i) [portion] as shown in FIG. 6B, so that the 
generated signal is supplied to marker inserter 32 together 
with the bit strips including encrypted marker EM(i). Also, 
marker detection flag m-det-flag is supplied to descrambler 24 
to be utilized as the reference signal for initializing 
descrambler 24 by control word CW(i-l) from control word 
buffer 37. 

Encrypted marker EM(i) is decrypted by the encoding key 
in marker decoder 33 [to be] and is supplied as decrypted 
marker M(i). 

Decrypted marker M(i) is analyzed in marker analyzer 34 
to determine whether the copy is permitted or not. In other 
words, marker analyzer 34 compares the CP information 
within decrypted marker M(i), i.e., the allowable generational 
field with the current generational field, and determines to 
permit the copy when the allowable generational field is not 
below the current generational field. 

When the copy is permitted [as above], marker analyzer 
34 slightly delays control word CW(i) A which is a part of 
decrypted marker M(i) A to be supplied to control word buffer 
37, as shown in FIG. 6C. At this time, marker analyzer 34 
[provide] provides the control signal to marker 
updating/ encoding unit 35 to control the updating of the 
marker. 

That is, marker decoder 33 [form] forms decrypted marker 
M(i) from encrypted marker EM(i) after a delay [delaying a] time 
required for the decode, and the marker analyzer 34 generates 
control word CW(i) from decrypted marker M(i) [m marker 
analyzer 34] . 

At this time, control word CW(i) is transmitted to control 
word buffer 37 to be stored until it is utilized in descrambler 
24. 

Decrypted marker M(i) from marker decoder 33 is updated 
in accordance with the control signal from marker analyzer 34 
in marker updating/ encoding unit 35. 

That is, the updated data is the data recorded on the 
current generational field within the marker, which is obtained 
by adding one to the previously recorded current generation. 

The marker updated as described above is encrypted, i.e., 
encoded, in accordance with the [encoded] encoding key to be 
supplied to marker buffer 36 as shown in FIG. 6D A slightly 
delayed with respect to control word CW(i) from marker 
analyzer 34 as shown in FIG. 6C. In more detail, the encrypted 
marker M(i) from marker decoder 33 is supplied to marker 
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updating/encoding unit 35 to be generated as marker IEM(i) i 
which is updated and encrypted after a delay [delaying the] 
time required for the encoding , and marker IEM(i) is [to be] 
supplied to marker buffer 36. 

Here, the point of generating updated and encrypted 
marker IEM(i) and control word CW(i) from marker 
updating/encoding unit 35 and marker analyzer 34 does not 
coincide with a point of utilizing updated and encrypted 
marker IEM(i) and control word CW(i) in marker inserter 32 
and descrambler 24, i.e., the points of performing the 
replaceable insertion and initialization of descrambler 24 do 
not coincide with each other. Thus, updated and encrypted 
marker IEM(i) and control word CW(i) from marker 
updating/encoding unit 35 and marker analyzer 34 are 
temporally stored in marker buffer 36 and control word buffer 
37 for that time. 

As shown m FIG. 6E, updated and encrypted marker 
IEM(i) temporally stored in marker buffer 36 and synchronized 
to be output is inserted by marker inserter 32 into [to] the bit 
strips from marker detector 3 1 . 

In more detail, marker inserter 32 receives the bit strips 
having encrypted marker EM(i) and marker detection flag 
signal m-det-flag from marker detector 31, and receives 
updated and encrypted marker IEM(i) which will be replaceably 
inserted into [to] the position of encrypted marker EM(i) from 
marker buffer 36, so that updated and encrypted marker 
IEM(i) is replacably inserted to the position of marker detection 
flag signal m-det-flag in the transmitted bit strips including 
encrypted marker- EM (i) as shown in FIG. 6E. 

In other words, marker inserter 32 inserts updated and 
encrypted marker IEM(i) from marker buffer 37 replacing 
encrypted marker EM(i+l) at the position of producing marker 
detection flag signal m-det-flag. 

Here, the replacably inserted marker IEM(i) is formed 
from the immediately detected preceding encrypted marker. 
Accordingly, as shown in FIG. 6E, the marker IEM(i) is stored 
in marker buffer 37 for a certain period [to be] and then 
provided to marker inserter 32 . 

As shown in FIG. 6F, control word CW(i-l) is temporally 
stored in control word buffer 37 to be synchronized prior to 
being output and is utilized for descrambling the transmitted 
bit strips from marker inserter 32 in descrambler 24. 

At this time, descrambler 24 uses marker detection flag 
signal m-det-flag from marker detector 3 1 as the reference 
signal for initializing based on control word CW(i-l) from 
control word buffer 37. 

More specifically, descrambler 24 must be initialized by 
control word CW(i-N) from control word buffer 37 during a 
period from the point of generating encrypted marker EM(i), 
i.e., from a position of detecting marker detecting flag signal 
m-det-flag to the point before starting payload of a transport 
packet, where N is a natural number greater than zero. Here, 
control word CW(i-N) is a control word formed from encrypted 
marker EM(i-N) transmitted before encrypted marker EM(i) as 
many as N times . The natural number *N* allows for arbitrarily 
controlling the initializing point of descrambler 24. 

In the copy prevention method and apparatus of the 
digital [magnetic] recording/ reproducing system according to 
the present invention as described above, a program supplier 
can select the copy prevention function, and the field defined 
within a GA format is utilized. As the result, a separate format 
transformation apparatus for the copy prevention function is 
not required, and there is no increase in data amount to be 
recorded to perform the copy prevention function without 
convertin g, for example, the general digital VCR. 
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While the present invention has been particularly shown 
and described with reference to particular embodiment thereof, 
it will be understood by those skilled in the art that various 
changes in form and details may be effected therein without 
departing from the spirit and scope of the invention as defined 
by the appended claims. 
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[ 13. A copy prcvcTLCioa method erf a dig^tjd. axa^nccic 
recordi&g/rerxcKiiicifig syscexn ci^c^xl la cixurt 12. 
"therein, said sCep of iahibitiog said cepv is pcrfo<TE>ed by 
dcsCruccLag sjud cc-oCroI ward or ixcnpodiag ia ouCput of udd 
ooadrai wc-cd to Woe*: a nrproducdoa ifier cccordiag. ] 
L 14. A copy prcvciTcioa rocebcxi o: 3 digital nuo^nca'c 
rccacdiag/rcproduciiLg sysicai 35 cUireed La claim 10, 
- ^-herein said control word is p<riodicjdiy changed. ] 
L 15. A copy prevcaUoo. method cf x. digLczl niagucrfc 
rec carding/ reproducing systcaz clzlzttd La clsL-zz 14. 
wherein s^id control word is ctumg-xi un. the Lacervai of 0,6 
rc-co ad_ ] 

[ IS. A. copy prevoaaoa method of 4 digital 
reerordiag/rerxxxiueijag system a-s ciairocd i_a ciiisc 14, 
wherein said aLsa-xrr Is pUwrcd oq sakt crxn^>or:-paviti3-<Uca 
field within, said bic scraps fa c cover j.iid cocrcrol word is 
ch anged- J 

£ 17. A copy arcvcaCtoa method erf a digirjd rcagacsic 
rcccxdin^/hrprod2jciQg system cLairaod La claim 1(5, 
wbercia 3-aid marb-r In^crTlrig step campascs the steps of: 
apdj.pl ng said mflrfcrr >-"hcn cite analysis of said laarirer 

detcrniicres to c^xrnic iaid copy; 
eacryrxijag said upcLatcd rruu kxsr by mecm.> of said encoded 
key; aiad 

rcpiacabiy fa^ crd'a^. said eacrypecd. marfcer wirh a suc- 
ceeding rturksr.. ] 
[ 1£L A copy or eveatica. meC&od of a digital rrutgaede 
rc^ocdLirL gyre producing system as cl a f.mc d. in. ciaira t, 
-wherein said encoded jc-y is transported via a separate 
traxismissioa line Co be scocod. ] 
[ 1?. A copy prcvcoUoct radSiod erf 3. digital magnetic 
recordiii^ reproducing system is cdiicecd la cUim IS. 
wherein said encoded key is crxa^pcrtod via said scparajie 
tr^asraisszoil line for a pcoccTbod time irrtcr^iL ] 
[ 20. A copy pre vendee apparatus of a digital eeajgxrccic 
-ecui dia g/ r^io^ud^f <ysrrttzi coocr^n^iD^: 

art cocrypCcd ro-sj^cr decoding <*cd ia sorting part for 
defecting a marker Dram input bit scrips, aad iascmiig 
3J1 updated mjxjccr Co said bic sedps co oarpae the resale 
3, rajtrjeer analyzing and processing p^urc foe decrypcLng and 
zuafyxiag the crtcryptcd. rcariccr from, said marker 
dcoc cciag and inserting p^ar: by cicias of an cccoded. 
Jcey. ourputciag a control ?/ord fordcscrajajblf'ng s^id bit 
scrips, and updasias and cacrypcCag ede docrypced. 
marker by rooajis of said caccded key Co ouap^JT c±tc 

a buffer p-art for bujCfcriag said concrci word asid updjXcd. 
axud encrypted rrurrJcer from said Tr.i.dcrr iaalyzing a*d 
processing pecn. aad iascrtuig isid apciitcd -*xi d 
ca crypicd jxurkxr in jaid rcuuicrr deceooag ajadiasortiag- 
part; and 

a dxrscraxo«Wcr for dcacrainbLiag ^add bic rarips provided 
^rux said mzirjcer dctoetia^ ajad LnscrrLag p*xsc by £ncan3 
of 3iid cenCroi wood from, said buffer pacrC ] 

[ Zl, A copy pccveutioQ app^racrjs or a digital £GAgnc3c 
jrcecErxUa s/reproduciag: system, chSzox=<i La ciaira 30. 
wb.crcia sxid encoded key 15 cr^isporred. via a scptcrzLc 
cnxismiastoa line £0 be stared.. ] 

[ ZZ. A copy prevendea appgrxru^ of a digiilaJ magnccc 
reco^diag/Tepcoducic.g system, as cL^/'.m- ed. in cLwxa 21, 
wiacreiot iaid craccded )cey is cranspcrted. viz 5aid scparsxe 
rrzjasrclssioa. line far a. prescribed, ciirx: iojicrvajL ] 

[ 23. A copy prevention appaxrams cf a dlgiLri roa^<cic 
recc<diri^'r?rpTOduciag syjtem is claime d ia dadra 2^t, 
wherein, -said caacricer is pf3Ccd oa a £r^nsp<7rt^pid>'axe-<iaXi 
Held <xrfr trf n said bin s t rip s wheccvor j^aid control word Ls 
criaagedL J 
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[ 24. A copy prevention appaurarus or i ci^iad irug^cac 
r^oordia g/rrprodt: cun g system as chimed in ciaid 23. 
wherein i4ud nurer is cornpeisod of a copy pre?c-~oa 
Laf<raxtadoa art^i recorded wich said copy prevendoa iafoc- 
ra^tiGa far proven dng said illegal copy, and a corKrot ^crd 
xrca recorded, w££i ^cki eooiroi ^*acd for dcsFcrujazbLbig. J 

f 25- A copy prevention apparatus of 3 digital rna^cxrec 
j^^cordiog/r^pcodiiciag system as cLaicaod- la cUlsn Z4. 
wherein siid nuuicrr Ls f canned of 8. b^rcr. i 

[* 2^5. A copy peevcotioa apparatus of a digital migncac 
r co<>c din g/reprc^ 0*23 system 35 daimcd La claim 25 s 
wherein ?^id copy prerencioa area is fcrrc<=d of ooc byte. J 

[ 27, A copy prevrccioa appsrrntu^ of x digiud oxn^netic. 
rc cor din grrcpr c<£ucin g sysxepx as cixlcaed in ciiin 25. 
wfrcrcia said control word area ts focm^d of four bytes. J 

[ 25. A copy prxTYcodoa app^-TiILcs of a digital rcu%gnenc 
rcx^ordin g.-Veprc^ cin^ sysrem as cialrocd in c Loire 2& 
wherein Tcdd copy previa do a Laxcraixson is femaiz^d by 
iaduding a gener^ciocwi copy con ore i deid for restricting d>fr 
copy aurnber of a progr^o- ] - . 

[ 2?. A copy pc^crcUon apparatus cf a digital nzagncuc 
rcc^-^aT/rcpcodncLag system ^ clai.rxtr.c? in claim 23. 
wherein ^dd gcocrxd<wxai copy control fle.'.-c cocapciscrs: 
aa allowable ^cr*donal field for restrict *g auraoer 

of porrrnrtiag- fee eopy of a program; and 
a currcnc gcacrxctoixal field rcprcscncuag i curre cK gener-a- 
dLon of a dupsiexred prograxn. ] 
[ 3^. A copy porvencion ^pparams of a digital coxgoenc 
rccordixig/rqprodncin g system ^ claimed La cUirn. 20. 
wherein said control ^ccd is p-riodioaiiy changed, j 
[ 31. A copy prevention apparaT^s of a digital rcn-neiic 
rrcocdr n g/repcodncxn g system as Hnfm cd in cJairn,_30 ; 
vrfacrcin s^id concrot ward is changed in the interval ax O.O 

soooad ] r ^-,'- 
[ 3^7. A copy prevcircLoa spo^xttis of a. dxgJXAl inigoc^- 
re^xrfLa^^eproducia^ system as claimed, :r -rlaiz" 
wherein said giafe is placed oa a Lr^sx>CTt-priv^Ce-<isia 
field wiihia snid bit strips whenever said control ^crd is 

[ 33. A cooy pecrcadon. apparatus of a digital oxag^^ic 
r^coccG^A^prodiiclag system as cUixced in ciaijti^30, 
^vticreLn said EQ^rxec dcteccuig and ixts^xrij^g^cZ repU^ly 
Lnscrcs s=lu± updored rr==rfcer v^itb. a ra cording: caarbm J _ 
[ 3-* A copy prrrvenrion apparacus of * dl^icai caa^a^e 
r^co^xl^sA^odjJeiag: rys^cax ^ clamed ia ci^=c_ 2*. 
w bcrda said m3<icer detecting and Inserting pare conrr.^s. 
a. jcOT dexecdag: 3 cod on foe deteotixi- to octpiK iaid 
encrypted- rn^cfer erora «dd input bir strips Co s^ud 
n^ctor a,n^l.yrrrrg xad processing paxc, outputrxng a 
rrusdeer dotcede^ 2^ signal for forming of foe po^ri- 
dou of J^id encryrxed marto wrcbda said btC stripe Co 
3 aid tocraxniicr Do be used is a rofcroscc siga^i 
inidjLiizing s*id d^cr-rubier. and o<rrcxicing ^id bu 
scrip 3 ; Jtnd 

a mirier Inserting secdon for inserting z aid updazed iad 
encrypted marfcrr rrom said bti^erp^rt to said bit sxrrps 
from iaid cixcte cwrceoting jecxioa in accordance ^rsi 
said ro^Lckcr <ictecctoa Sag signal from 3*id rn^rxer 
deccotiag secdon to output the resuic co said icscrazn- 
bkm 1 . _ . 

[ 35. A copy prevcrytion apparatus of a digital coa^cXK 
jn^cooctlijis^W^^'^g sysTcm aj claimed ia claim, 
wherein sakL marker an^IyTing and prooessing p^rc coci- 
prises: 

a m^rirr decoding sccxioa for doorypd^g said cootpcc-i 
cnarxer &c<n riid roarer dertocaag and inserting part by 
roc-irrj of iiid czxroded kry; 
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a rn;zrir=r u^lyzLng Jcctioc for amTy^Lsg ioid copy crc- 
vcnaoa in/oraiadoa wixtuo sid rr-^rier Stool Lud 
raarter decoding lection, xjjd ouqraciag saJd coccroi 
word :o s^id b+rffbr part, cuict a caorrol .cig*^ for 
up<brDji s said nucriccr whoa 5 aid copy U pcrau TC^d; and 
a. marker updating axtd c a coding Jcctioa fear urxkuing 3 aid 
marker Srom 5*id co-acriccr docc-diag soctioa £- iccor- 
da-occ wih said control signed fraxa. ctaid xnarirr a^. 
iyzing scotioa. and cacrypdjag said i>pcUccd marfcer by 
mcajxs of s^id encoded key co outjhic .}tc result to said 
bujifer pact. ] 

[ 3-6, A copy prevention apparatus of a digital nwgactic 
rrcordlrig/rsproducuig sysccra as ciaiiscd in dUdxa 3$. 
wherein 3 aid raurkcr jLoaiyziug and processing parr furtfxr 
cornpri^crs encoded key storage 5ccio^ for scoring said 
encoded Scry ;o outpuc it to said Ecwrker ar^y^g 3ccti oa 
^sid exxrk^rr updating axid encodiag sccic-a. ] 
f 3T - ^ c °py prcveadoa spparamia of 2. digiciE jcoaguedc 
rcc or c\iu g/repe^ . - -sy..^ as' cizi^sa ia d-La 35. 
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whcrciLc. laid auriccr oxwdyzing sccaoa cocci? arc* aja allow- 
able gcocntiOD csf j_q aikrwabLc gcacraxiocai field wicfci a 
current gcncnUoo oc a correct c gen^rtio^ S.=id rrprcscnt- 
lag a cucrcnc gencradoa of x explicates! pcograra ro deter - 
nxinc whettter said copy h pr rryt g^- ar aoc ] 
[ 3&. A copy pc^v<mlioa irppaxiius of 3 dlgj cal roAjgncac 
rccordiiig/rcpiXKiucicig system 35 ci^'rocd ia clilm 20. 
wherein said, buffer part corcrDrisos: 

a charter buffcrr for tcmporaUy storing raid upcUoi -ad 
encrypted m^rfcer from said rr.i.r^r 2^2! y-z^uis: and 
ixoccssisg p^ur_ and -xrtptnxiug jlSc- rc^il: j^jd reverter 
dctDCtLa^- axkd ar^rrCLxig p-aaX; xad. 

* ccQOrol word buffer Car zctapocsJOLy sccriag said con err? I 
word froca 5^id marker analyzing acxd processing part, 
aad ompuTciag chc rcjuit to iaid deserajneicr. ] 
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39. A method for transmitting digital data, comprising: 
scrambling digital data: and 

transmitting the scrambled digital data, identification 
information, and copy prevention information as part of a data 
group, the data group including a header and the header 
including the identification information, the identification 
information indicating that at least a portion of the data group 
has a data structure for copy prevention. 

40. The method of claim 39. wherein the scrambling 
step scrambles the digital data based on control data such that 
the control data controls a parameter of the scrambling 
operation. 

41 . The method of claim 40. wherein the transmitting 
step transmits the control data as part of the data group. 

42. The method of claim 41, further comprising: 
encrypting the control data prior to the transmitting 

step: and wherein 

the transmitting step transmits the encrypted control 
data as part of the data group. 

43. The method of claim 42. wherein the encrypting 
step encrypts the control data based on a key. 

44. The method of claim 39. wherein the copy 
prevention information includes one of current generation 
information and allowable generation information, the current 
generation information indicating a number of times the digital 
data has been copied and the allowable generation information 
indicating a number of permitted copies of the digital data. 
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45. A method for transmitting digital data, comprising: 
scrambling digital data: and 

recording the scrambled digital data, identification 
information, and copy prevention information as part of a data 
group, the data group including a header and the header 
including the identification information, the identification 
information indicating that at least a portion of the data group 
has a data structure for copy prevention. 

46. The method of claim 45. wherein the scrambling 
step scrambles the digital data based on control data such that 
the control data controls a parameter of the scrambling 
operation. 

47. The method of claim 46, wherein the transmitting 
step transmits the control data as part of the data group. 

48. The method of claim 47. further comprising: 
encrypting the control data prior to the transmitting 

step: and wherein 

the transmitting step transmits the encrypted control 
data as part of the data group. 

49. The method of claim 48. wherein the encrypting 
step encrypts the control data based on a key. 



50. The method of claim 45. wherein the copy 
prevention information includes one of current generation 
information and allowable generation information, the current 
generation information indicating a number of times the digital 
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data has been copi ed and the allowable generation information 
indicating a number of permitted copies of the digital data. 

5 1 . A method of proces sing protected digital data , 
comprising: 

receiving a data group i ncluding identification 
information, control data and scrambled digital data, the data 
group also having a h eader and the header including the 
identification inform ation, the identification information 
indicating that at least a portion of the data group has a data 
structure for copy prevention: and 

descrambling the scram bled digital data based on the 
control data. 

52. The method of claim 51 . wherein 

the receiving step receives copy preven tion information 
as part of the data gr oup, and further including. 

performing a copy prevention function based on the 
copy prevention information. 

53. The method of claim 51 . wherein 

the receiving step receiv es encrypted control data as 
part of th e data group: and further including. 

decrypting the encrypted control data prior to the 
descrambling step. 

54. The meth od of claim 53. wherein the decryp ting 
step decrypts the control data using a key. 

55. The meth od of claim 51. wherein the copy 
prevention informati on includes one of current generation 
information and all owable generation information, the current 
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generation information indicating a number of times the digital 
data has been copied and the allowable generation information 
indicating a number of permitted copies of the digital data. 

56. A copy protected recording medium having a data 
structure for controlling a copy prevention operation of a 
reproducing device, comprising: 

a data group area including an identification area, a 
copy prevention area and a digital data area: 

the identification area including identification 
information indicating that at least a portion of the data group 
has a data structure for copy prevention: 

the copy prevention area including copy prevention 
information for controlling a copy prevention operation of a 
reproducing device; and 

the digital data area including scrambled digital data. 

57. The recording medium of claim 56. wherein the data 
group area further includes a control data area, the control data 
area storing control data for descrambling the scrambled digital 
data. 

58. The recording medium of claim 57. wherein the 
control data area stores encrypted control data. 

59. The recording medium of claim 56. wherein the 
copy prevention information includes one of current generation 
information and allowable generation information, the current 
generation information indicating a number of times the digital 
data has been copied and the allowable generation information 
indicating a number of permitted copies of the digital data. 
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60. A method for protecting digital data, comprising: 
encrypting control data, the control data having been 

used to control a parameter of a scrambling operation for 
scrambling digital data: and 

transmitting the scrambled digital data and a marker, the 
marker including the control data and copy prevention 
information. 

61. The method of claim 60, wherein the transmitting 
step transmits the scrambled digital data and the marker as a 
data group. 

62. The method of claim 61. wherein the transmitting 
step transmits identification information as part of the data 
group, the identification information indicating that at least a 
portion of the data group has a data structure for copy 
prevention. 

63. The method of claim 60. wherein the copy 
prevention information indicates a number of permitted copies 
of the digital data. 

64. The method of claim 60. wherein the encrypting 
step encrypts the control data using a key. 

65. A method for protecting digital data, comprising: 
encrypting control data, the control data having been 

used to control a parameter of a scrambling operation for 
scrambling digital data: and 

transmitting the scrambled digital data and the control 
data as part of a data group, the data group including a header 
and the header including the control data. 



66. The method of claim 65. wherein the transmitting 
step transmits copy prevention information as part of the data 
group. 

67. The method of claim 66. wherein the copy 
prevention information indicates a number of permitted copies 
of the digital data. 

68. The method of claim 65. wherein the encrypting 
step encrypts the control data using a key. 

69. The method of claim 65. wherein the transmitting 
step transmits identification information as part of the data 
group, the identification information indicating that at least a 
portion of the data group has a data structure for copy 
prevention. 
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APPLICANTS: 



Tae Joon PARK 



APPLICATION. NO.: 



NEW CONTINUATION APPLICATION 
OF USSN 09/094,575, WHICH IS A REISSUE 
APPLICATION OF U.S. Pat No. 5,689,559 



FILING DATE: 



(Issued: November 18, 1997) 



FOR: 



COPY PREVENTION METHOD AND APPARATUS OF 
A DIGITAL MAGNETIC RECORDING/ REPRODUCING 
SYSTEM 



COMBINED REISSUE DECLARATION AND POWER OF ATTORNEY 

As the below named inventor, I hereby declare as f oUows: 

That my name, residence, post office address and citizenship is as indicated 

below. 

That I have reviewed and. understand the contents of the attached reissue 
application including original claims 1-38 and the newly submitted claims 39-70. 

That I acknowledge the duty to disclose information which is material to the 
examination of this application in accordance with Title 37, Code of Federal 
Regulations, Section 1.56(a). 

That I verily believe that I am the original, first and only inventor of the 
invention described and claimed in United States Patent No. 5,689,559 entitled "COPY 
PREVENTION METHOD AND APPARATUS OF A DIGITAL MAGNETIC 
RECORDING/REPRODUCING SYSTEM" and in the foregoing specification for which 
invention I respectfully solicit a reissue patent. 
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That I do not know and do not believe that the same invention was ever known 
or used before my invention or discovery thereof; or patented or described in any 
printed publication in any country before my invention or discovery thereof, or more 
than one (1) year prior to the filing of my original application for United States Letters 
Patent No. 5,689,559 of which that is an application for reissue; or in public use or on 
sale in the United States of America for more than one (1) year prior to the filing of the 
original application; or that the invention has been patented or made the subject of an 
inventor's certificate issued before the date of the original application in any country 
foreign to the United States of America on an application filed by me or my legal 
representatives or assignees more than twelve (12) months prior to said original 
application and that no application for patent or inventor's certificate have been filed 
by me or my legal representatives or assignees in any country foreign to the United 
States of America before the application of the original patent 

That I verily believe that there are errors in the original patent which make such 
original patent partially inoperative by reason of claiming less than I had a right to 
claim and that such eirors occurred without any deceptive intent. 

That the claims of original application were directed to a copy prevention 
method of a digital magnetic recording/ reproducing system or a copy prevention 
apparatus of a digital magnetic recording/ reproducing system. 

That while I originally recognized the importance of the aspects of the 
invention, I did not understand the importance of claiming and thus, when the 
original application was prepared, I failed to recognize that not all of the details 
required for realizing all of the aspects were needed and thus, I failed to recognize that 
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the more basic concepts of the invention disclosed in the specification were not 
covered by the original claims. 

That this lack of adequately claiming the invention was due in part to the 
numerous features that were part of the disclosed embodiment of my invention, 
without considering how to broadly recite a particular aspect of my invention. 

That I did not advise the U.S. attorneys, and accordingly, they did not fully 
recognize, that varying levels of importance of each of the aspects of the invention. 
That I, while recogruzing the relative significance of each of the aspects of the 
invention, did not understand the importance of claiming and thus, I did not realize 
that I had claimed less than I was entitled to. 

That when I executed the Declaration of the original application, I reviewed the 
application carefully for accuracy, but did not recognize the importance of broadly 
presenting other less significant aspects of the invention and the claims or that 
individual aspects could be claimed alone. That it was not until after the original 
Letters Patent issued that I discovered that the original presented claims did not 
adequately define my invention. 

That for this reason, mere was an error in the original patent claims which 
rendered the original patent partially inoperative by failure to adequately claim these 
aspects of my invention. 

That with respect to claim 1, which recites a copy prevention method of a 
digital magnetic recording/ reproducing system, one error is the recitation of both an 
audio and video signal transmitting process and an audio and video signal 
receiving/ recording process. That new independent method claims 39, 45, 61 and 66 
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are directed to one of transmitting and recording to resolve this error. And, that 
new independent claim 51 is directed to a method of processing digital data to 
further resolve this error. 

That claims 40-44, 46-50, 52-56, 62-65, and 67-70, dependent on claims 39, 45, 
51, 61, and 66, respectively, are necessary to further define the basic elements of the 
invention recited in independent claims 39, 45, 51, 61, and 66. 

That further errors related to all original claims in U.S. Patent 5,689,559 are 
the failure to provide patent protection for the recording medium of the original 
patent. That independent claim 57 resolves this error. 

That claims 58-60, dependent on claim 57, are necessary to further define the 
basic elements of the invention recited in independent claim 57. 

That the above cited errors are not comprehensive of all the errors, but merely 
reflect some of the errors. 

That, however, all errors being corrected in the reissue application up to the 
time of filing this Declaration arose without deceptive intent on the part of the 
Applicant. 

That this is a Continuation Application of Reissue Application 09/ 094,575 
filed June 12, 1998 and priority is hereby claimed on Reissue Application 09/094,575. 

In summary, claims 1-38 are inadequate to protect my invention as these claims 
do not encompass the more basic concepts of my invention recited in new 
independent claims 39, 45, 51, 57, 61 and 66. This inadequacy of claims 1-38 requires 
the addition of claims 39-70. 
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Upon review of the prior art cited during the examination of the original 
application, I do not believe that any of documents disclose or suggest the invention as 
set forth in any of the claims 39-70, and that I am entitled to the more comprehensive 
protection offered by die added claims 39-70. As such, I believe that all of claims 39-70 
are necessary to protect my invention with claims of varying scope, and to correct for 
the insufficiencies of claims 1-38. 

Applicant hereby appoints the following as his attorneys, with full power of 
substitute and revocation, to prosecute this application and transact all business in the 
United States Patent and Trademark Office in connection therewith, and request that 
all correspondence with respect to this application be directed to: 



WHEREFORE/ the Petitioner hereby offers to surrender, upon the allowance of 
said application, the original of said Letters Patent and prays that Letters Patent be 
reissued to Petitioner for the invention of patent claims 1-38 with the newly presented 
claims 39-114. 



knowledge are true and that all statements made on information and belief are 
believed to true; and further that these statements are made with the knowledge that 
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RIRCH, STEWART, KOLASCH & BIRCH, LLP 
P.O. Box 747 
Falls Church, Virginia 22040-0747 USA 



Terrell C Birch (Reg. No. 19,382) 

Joseph A. Kolasch (Reg. No. 22,463) 

Bernard L. Sweeney (Reg. No. 24,448) 

Charles Gorenstein (Reg. No. 29,271) 

Leonard R Sverason (Reg. No. 30330) 

Andrew p. Meikle (Reg. No. 32,868) 

Joe McKinney Muncy (Reg. No. 32,334) 

Robert J. Kenney (Reg. No. N/A) 

Gary D. Yacura (Reg. No, 35/416) 



Raymond C Stewart (Reg. No. 21,066) 

James M. Slattery (Reg. No. 28,380) 

Michael K, Mutter {Reg. No. 29,680) 

Gerald M- Murphy, Jr. (Reg. No . 28,977) 

Terry L. Clark (Reg, No. 32,644) 

MarcS. Weiner (Reg. No. 32,181) 

Donald J. Daley (Reg, No. 34313) 

John A. Castellauo (Reg. No. 35,094) 



The undersigned declares further that all statements made herein of my own 
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willful false statements and the like so made are punishable by fine or imprisonment, 
or botitv under Section 1001 of Title 18 of the United States Code and that such willful 
false statements may jeopardize validity of the application or any reissue patent 
issuing thereon. 



tap- rrotfAJ PARK 

Tae Joon Park Signature: 



Date: Jt(A/. ^ 



Residence: Seoul, Republic of Korea 
Citizenship: Korean 

Post Office Address: 20-88 Soongin-l-Dong, Jongro-Gu, Seoul 110-551, KOREA 
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